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The Need to Balance Liberty
and Security
Jan C. Ting

Since the terrible attacks of September 11, 2001, democratic governments
in North America and Europe have tried to respond to the threat of Islamic
terrorism by adopting new security procedures intended to prevent a repetition of that day’s events. In doing so, these governments have been
admonished—sometimes, through the words of Benjamin Franklin—to
find the right balance between liberty and security. But how exactly do we
do that? What methods and measures can or should we employ to evaluate our new security procedures?
One way to balance liberty and security is to subject the new security procedures to political and judicial scrutiny. In the United States, for
example, there has been a protracted debate over the USA PATRIOT Act,
which was enacted overwhelmingly by both Houses of Congress in the
wake of the terrorist attacks and signed into law by President George W.
Bush on October 26, 2001.1 This Act was a catchall for many new initia-

1 The Congressional vote in favour of the Act was 356 to 66 in the House of
Representatives, and 98 to 1 in the Senate.
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tives, most of which were non-controversial,2 but a few of which drew
public attention and controversy.
The Act authorized the sharing of foreign intelligence information
among federal enforcement, intelligence, and national defense agencies
(2001: s. 203; Ting, 2002). It expanded surveillance authority involving foreign powers or agents, and authorized roaming wiretap warrants specific
to a target, rather than a device or carrier (USA PATRIOT Act, s. 206). It
also authorized government inspection of business records (s. 215). As well,
it extended to the internet the government’s existing authority to record
incoming and outgoing addressing and routing information (ss. 216–17).
In response to objections and controversy over these provisions,
Congress added a “sunset clause” by which these parts of the Act would
automatically expire in four years unless reauthorized by Congress (USA
PATRIOT Act, s. 224). This provision ensured that the entire Act would be
subject to review by the Congress. After extensive debate, during which
the “sunset” deadline was extended by one year, reauthorizing legislation
was enacted by Congress and signed by President Bush on March 9, 2006.
This legislation made permanent 14 of 16 expiring parts of the 2001 Act
(Yeh and Doyle, 2006). New four-year sunset extensions were enacted for
two of the expiring provisions: section 206, which authorizes surveillance
of foreign powers or agents, and section 215, which authorizes inspection
of business records (Yeh and Doyle, 2006).
Does the overwhelming bipartisan support3 for reauthorizing this legislation, as well as judicial oversight,4 resolve the liberty versus security
2 The USA PATRIOT Act increased funding for counterterrorism activities, particularly for increased border protection. It also condemned discrimination against Arab
and Muslim Americans, extended expiring immigration benefits for 9/11 victims, and
provided direct assistance for victims and their families (ss. 101–103, 402–427, and
611–624). The Act also included new initiatives to prevent and disrupt the financing
of terrorist organizations, strengthen criminal laws against terrorism, and improve
intelligence gathering (ss. 301–377, 801–817, and 901–908).
3 The final vote on reauthorization was 251 to 174 in the House of Representatives,
and 89 to 10 in the Senate (Congresspedia, 2007).
4 Legal challenges to some provisions of the USA PATRIOT Act have not been sustained by United States courts. For examples, see American Civil Liberties Union v.
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debate, or are there other factors to be considered? This chapter will consider some other factors. But before considering these factors, I will examine another example of extensive Congressional and judicial oversight with
respect to balancing liberty and security—namely, the subject of military
tribunals and the detention of enemy combatants.

Balancing liberty and security: military tribunals and the
detention of enemy combatants
Yasir Hamdi was a United States citizen who was captured in Afghanistan
as an enemy combatant, fighting on behalf of hostile forces there. In the
2004 Hamdi v. Rumsfeld decision, the United States Supreme Court found
that the Congressional Authorization for Use of Military Force authorized
the detention of such enemy combatants for the duration of hostilities
without criminal trial. But the Supreme Court also held that a United
States citizen-detainee, such as Hamdi, who was seeking to challenge classification as an enemy combatant, was entitled to notice of the basis for
classification and a fair opportunity to rebut before a neutral decision
maker, which could be a military tribunal.
The United States government’s attempts to conform to the Hamdi
ruling by instituting Combatant Status Review Tribunals for alien enemy
combatants detained in Guantanamo Bay, Cuba, were alternately approved
and rejected by the courts in the United States.5 To clarify the law and end
litigation, Congress enacted the Detainee Treatment Act of 2005, which
provided in part that, except as provided therein,
no court, justice, or judge shall have jurisdiction to hear or
consider—

United States Department of Justice, and Doe v. Ashcroft, which struck the non-disclosure provision of the national security letter subpoena power. On review, the US
Court of Review for the Second Circuit vacated the ruling because changes made in
the 2006 reauthorization made the issue moot (see Bush v. Gonzales).
5 Compare Khalid v. Bush with In Re Guantanamo Detainee Cases.
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(1) an application for a writ of habeas corpus filed by or on behalf
of an alien detained by the Department of Defense at Guantanamo
Bay, Cuba; or
(2) any other action against the United States or its agents relating
to any aspect of the detention by the Department of Defense of an
alien at Guantanamo Bay, Cuba. (Jurist, 2005: s. 1005)
The case of Hamdan v. Rumsfeld provides another example of
Congressional and judicial oversight. Hamdan was a Yemeni national
taken into custody by United States forces in Afghanistan in 2002. Upon
his transfer to Guantanamo Bay and classification as an enemy combatant, the United States military prepared to try Hamdan for conspiracy
“to commit .... offenses triable by military commission.” A federal district
court granted habeas corpus and stayed the military commission proceedings. The District of Columbia Circuit Court reversed this decision. In
its 2006 opinion, the United States Supreme Court reversed the District
of Columbia Circuit Court’s decision and remanded the case to the district court. With respect to the Hamdan case, the United States Supreme
Court interpreted the Detainee Treatment Act as applying only prospectively and not to pending cases. Putting that statute aside, it found that
Congress had, by a different statute, authorized courts to exercise jurisdiction over military proceedings, that the military commission at issue
was not authorized by Congress, and that the commission violated the
Uniform Code of Military Justice enacted by Congress, and the Geneva
Conventions of 1949.
In response to this holding, Congress enacted the Military Commissions
Act of 2006, which reinforced and broadened the language of the Detainee
Treatment Act, denying courts jurisdiction over habeas claims of detained
alien enemy combatants, and specifying its applicability “to all cases, without exception, pending on or after the date of enactment” (s. 7.b).
On February 20, 2007, the United States Circuit Court for the District
of Columbia, in the Boumediene v. Bush case, dismissed the petitions
for habeas corpus of alien enemy combatants detained at Guantanamo
Bay, Cuba, ruling that the Military Commissions Act removed jurisdiction from the courts, except as specified in the Detainee Treatment Act.
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On April 2, 2007, the Supreme Court of the United States declined to
hear an appeal from the lower court holding in Boumediene. On June 27,
2007, the Supreme Court reversed itself and granted certiorari6 to hear
an appeal from the lower court holding in Boumediene. We await with
interest the pending Supreme Court ruling on whether and to what extent
laws enacted by Congress and signed by the President can limit the access
of alien enemy combatants detained outside the United States to United
States courts.
The so-called “Terrorist Surveillance Program” provides another example
of the three branches of the United States government grappling with the
balance between liberty and security. Under this program, communications
to and from the United States were intercepted by the National Security
Agency without judicial warrant or oversight (Eggen, 2007, Jan. 18). The
American Civil Liberties Union and others expressed concern that the
communications of people in the United States may be intercepted under
this program without judicial oversight. In response, the Executive Branch
agreed to continue the program only with warrants and the oversight of
the federal judges who serve in the special court created under the Foreign
Intelligence Surveillance Act (Eggen, 2007, Jan. 18; Gonzales, 2007), while
continuing to assert authority whenever it is necessary to act unilaterally
under the United States Constitution (Risen, 2007, May 2).

Balancing liberty and security: five factors to consider
It would certainly seem that the three branches of the United States government are actively engaged in trying to find the right balance between
liberty and security. But does the close involvement of Congress and
the courts provide the necessary checks and balances against executive
power? Can we conclude that, because all three branches of government
are directly involved, the national security initiatives of the government
appropriately consider both liberty and security interests?
6 Certiorari is a writ (order) of a higher court to a lower court to send all the documents in a case to it so that the higher court can review the lower court’s decision
(Hill and Hill, 2008).
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Even if that were true, we still might want some basis from which to
evaluate the justifications for new security initiatives proposed or otherwise
not yet subjected to Congressional oversight or to judicial challenge and
scrutiny. Thus, in addition to legal and constitutional sufficiency, I would
like to suggest five additional factors which could be considered while seeking the appropriate balance between liberty and security. In a democratic
society, it may be sufficient to rely on the legal and political process to find
the right balance between liberty and security, whether during a time of
peace or war. But specific factors can also be considered. As a starting point
for discussion, I suggest that the following factors be included:
■ Historical precedent. We should examine what was done in the past
and determine whether it was justifiable.
■ Revocability of the initiative. We should consider whether security
initiatives can be changed or withdrawn when the threat recedes
or when mistakes are recognized.
■ Location. We should recognize that initiatives may be justified in
some contexts, but not in others.
■ The nature of the threat. We must understand, and neither trivialize
nor exaggerate, the nature of the external and internal threat.
■ The likelihood of success. We must be forthright about what works in
terms of applying our moral and ethical sensibilities to the struggle
to defend our nation and preserve liberty.
Historical precedent
In the first place, we will consider historical precedent. In the case of some
national security initiatives, the historical precedent is fairly clear. For
example, American history is replete with examples of the use of military
tribunals during wartime, and the Supreme Court stated in 1952 that,

Since our nation’s earliest days, such [military] commissions have
been constitutionally recognized agencies for meeting many urgent
governmental responsibilities related to war. They have been called
our common-law war courts. They have taken many forms and
borne many names. Neither their procedure nor their jurisdiction
Fraser Institute | www.fraserinstitute.org
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has been prescribed by statute. It has been adapted in each instance
to the need that called it forth. (Madsen v. Kinsella)
In other cases where security initiatives depend on technological
advances, historical precedents, if any, are weaker and of less certain meaning. Consider, for example, the government’s expanded use of national
security letters, as authorized by the USA PATRIOT Act, to acquire communication, banking, and credit data which might be surveyed for revealing patterns (cf. Gellman, 2005; Leahy, 2007). This practice cannot be
measured against historical precedent because no such precedent exists.
Sometimes historical precedent is cited as an example of the wrong
balance between liberty and security. The “internment” of JapaneseAmericans during World War II, for example, is cited as a warning against
the use of race, ethnicity, appearance, or similar factors as part of security screening. But should governments be limited in the current war on
Islamic terrorism by such a negative historical precedent?
At minimum, the use of historical precedent should require some
understanding of the precedential facts. For example, the three United
States Supreme Court rulings related to the “internment” do not use that
term. In the first case, Hirabayashi v. United States, the Supreme Court
unanimously upheld a military curfew order applying only to persons
of Japanese ancestry within a designated war zone. The Supreme Court,
while noting that “distinctions between citizens solely because of their
ancestry are by their very nature odious to a free people whose institutions are founded upon the doctrine of equality,” nonetheless concluded,
“we decide only that the curfew order as applied, and at the time it was
applied, was within the boundaries of the war power.”
In the second and most famous ruling, Korematsu v. United States,
the United States Supreme Court, by a six to three vote, upheld the military order excluding persons of Japanese ancestry from a designated war
zone. The Supreme Court stated that “nothing short of apprehension by
the proper military authorities of the gravest imminent danger to the
public safety can constitutionally justify either [curfew or exclusion],” but
concluded that, in wartime, “the power to protect must be commensurate
with the threatened danger.”
www.fraserinstitute.org | Fraser Institute
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In the Korematsu decision, the Supreme Court distinguished exclusion from the issue of detention, which was at issue in the third and least
known case, Ex Parte Endo, which was decided the same day as Korematsu.
Mitsuye Endo was a United States citizen of Japanese ancestry who was
excluded from her original place of residence by the order upheld in
Korematsu. Residing temporarily in a relocation camp operated by the
United States government, she sought release from the camp, but, without
compliance with regulations requiring either confirmation of employment,
adequate financial resources, or living arrangements, she was denied
release. After citing facts that showed that the relocation camps were
an afterthought of the evacuation order, the Supreme Court concluded
that “whatever power the War Relocation Authority may have to detain
other classes of citizens, it has no authority to subject citizens who are
concededly loyal to its leave procedure,” and unanimously ordered Endo’s
unconditional release (cf. Malkin, 2004).
The Supreme Court’s allowance of the use of ethnic ancestry in national
security measures was limited to the facts of the military emergency following the 1941 Japanese attack on Pearl Harbor, and did not include involuntary detention of United States citizens whose loyalty was unquestioned.
Post-war declassification of intercepts of Japanese diplomatic communications has also been cited as previously undisclosed justification for the
military curfew and exclusion orders (Lowman, 2000).
Revocability of the initiative

A second and related factor we may consider while contemplating new
national security measures is whether such measures are revocable, or will
have a lasting impact on the liberty of a democratic society. Returning to
our previous example, the question we may ask is, Have wartime measures
such as the emergency curfew and evacuation of Japanese-Americans in
fact resulted in less civil liberties after the war and today? Considering the
current situation in the United States, we may ask, Is it likely that national
security measures invoked since 9/11, such as military tribunals, detention
of enemy combatants, surveillance, and information gathering regarding
terrorist suspects, will impact civil liberties after the current war is over
and the terrorist threat recedes?
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Suspending civil liberties will not necessarily have a long-term impact.
President Abraham Lincoln defended his suspension of the writ and right
of habeas corpus during the United States Civil War, saying that he could
no more believe that the necessary curtailment of civil liberties in wartime
would establish precedents fatal to liberty in peacetime “than I am able to
believe that a man could contract so strong an appetite for emetics during
temporary illness, as to persist in feeding upon them through the remainder of his healthful life” (quoted in McPherson, 1988: 599).
It is sometimes argued that the current war on Islamic terrorism
is different because of its already long and still indefinite duration. In
response, it may be argued that it is not clear why duration should make
any difference, that every war is of indefinite duration until the prospect
of imminent victory or defeat appears on the horizon, and that defeat in
the current war will mean a much greater loss of civil liberties than is
contemplated in the discussion of current national security measures. It
should be noted that whether the United States is actually at war, even
without a formal declaration, and is, therefore, properly exercising war
powers, is well-settled. The Supreme Court, in Hamdi v. Rumsfeld, cited
the Congressional Authorization for the Use of Military Force adopted after
9/11 as authority for the detention of lawful and unlawful enemy combatants,
which by “universal agreement and practice” are “important incident[s] of
war.” Earlier Supreme Court cases—such as The Amy Warwick (The Prize
Cases) and Bas v. Tingy—held that other undeclared conflicts, including
the United States Civil War, were legally wars, despite being undeclared.
Location

A third factor for consideration while weighing national security against
civil liberties is location. For example, stopping and questioning drivers of
a certain ethnicity on the New Jersey Turnpike with the hope of identifying a threat to national security should not be permitted because of the
imposition on civil liberty and the low prospect for a positive “hit,” notwithstanding the recent immigrant plots uncovered against Fort Dix and
the Kennedy International Airport. However, performing the same action
at a border port of entry creates a different and more defensible scenario.
On the turnpike, ordinary citizens who are commuting or running errands
www.fraserinstitute.org | Fraser Institute
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would be adversely impacted. But at the border, different considerations
and expectations apply. Additional questioning by United States immigration inspectors on the basis of ethnicity, if officially authorized, would be
legal and constitutional. Similarly, at an airport, subjecting boarding passengers to closer inspection because of ethnicity, if officially authorized,
should not be rejected automatically as a violation of civil liberties. Even
excluding immigrant passengers from flying at all because of religious
provocations, as United States Airways did recently at Minneapolis airport
(Von Sternberg and Miller, 2006, Nov. 21), can be an appropriate balancing
of enormous public security risks against the liberty of individuals.
The nature of the threat

A fourth factor that could be taken into consideration while trying to
balance liberty and national security is the nature and seriousness of the
threat. According to the Pew Research Center survey of Muslim Americans
released May 22, 2007, 47% of Muslim Americans think of themselves as
Muslim first, rather than American. Eight percent of Muslim Americans
think suicide bombing can often or sometimes be justified, and another
9% declined to answer this question. In addition, 5% have a favourable
view of al-Qaeda, and 27% declined to answer. Finally, 28% do not believe
Arabs carried out the 9/11 attacks, and another 32% declined to answer
(Pew Research Center, 2007: 3, 5).
Higher percentages were reported for Muslim Americans aged 18 to 29
years. Of this group, 60% think of themselves as Muslim first, rather than
American, and another 5% declined to answer this question. Of this group,
15% think suicide bombing is often or sometimes justified, and another
5% declined to answer. Moreover, 7% have a favourable view of al-Qaeda,
while 19% refused to answer (Pew Research Center, 2007: 6).
The likelihood of success

A fifth factor to consider while weighing civil liberties against national
security concerns is the likelihood that national security initiatives will
succeed. I will offer just one observation regarding this factor, and although
my observation is related to torture, it is by no means an endorsement of
torture, which I condemn, as does the United States government.
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My observation is that most Americans believe that torture works,
and this is not necessarily because they have been watching television
dramas such as 24, a show about a fictional counterterrorist unit. Rather,
the torture imposed upon American airmen who were captured by the
Vietnamese during the Vietnam War suggests than anyone, even our best
and most courageous warriors, can be forced to make involuntary disclosures by determined torturers.
United States Navy Captain (later Admiral) Jim Stockdale was the
senior officer among the prisoners of war held in North Vietnam. In his
memoir, he reports that American prisoners subjected to interrogation
under torture were unable to limit their answers to name, rank, and serial
number. Rather than leaving his troops feeling that they had betrayed their
country, he issued new orders to his fellow prisoners to “communicate,
level with your American neighbors on just what-all you compromised,
what information you had to give up in the torture room,” and that “you
were required to take torture, forcing the Vietnamese to impose significant
pain on you before acceding to these specific demands” (Stockdale et al.,
1990: 252). For his leadership in the most difficult circumstances imaginable, Stockdale received the highest decoration in the United States: the
Medal of Honor (Stockdale et al., 1990: 451–52).
The American belief that torture works is also reflected in Professor
Alan Dershowitz’s much-discussed proposal that warrants be required
for torture when necessary, to prevent the “slippery slope” phenomenon
which may make torture unnecessarily common (2002, Jan. 22: A19; cf.
Dershowitz, 2006). His work suggests that our natural condemnation
and rejection of torture in nearly every circumstance should be informed
by the reality that it can be made to work, and the recognition that
someday the alternative to torture could be the loss of innocent lives.
In a democratic society, it may be sufficient to rely on the legal and
political process to find the right balance between liberty and security,
whether during a time of peace or war. But specific factors can also
be considered. And as a starting point for discussion, I suggest that
these factors include historical precedent, revocability of the initiative,
relativity or location, the nature of the threat, and the likelihood of
success.
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